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(54) IC CARD TERMINAL AND SYSTEM USING THE 
SAME 

(57) Abstract: 

PURPOSE: To preclude illegal use using the IC card 
terminal. 

CONSTITUTION: When an IC card 2 is inserted into the 
IC card terminal 1 , the remaining amount V of money, the 
number IDT of a last used terminal, a frequency (t) 
showing the update frequency of time stamp information 
st, an open key nT, and the signature ST (st) of a time 
stamp are sent to the terminal 1. Then service is 
offered when V is larger than service charge that the 
user specifies on condition that there is not any number 
matching the number of a robbery terminal. The rest V* 
obtained by subtracting use charge from V, the IDT* of 
the terminal, update information t\ a digital signature 
ST (st) for time stamp information st consisting of 
terminal keys pT and qT\ and an open key nT' are sent 
to the IC card 2 after the service. The IDT initial 
value of a terminal list is repeatedly calculated as 
many times as the received (t) to verify the adequacy of 
the sign ST; when the signature is not adequate, the 
card is regarded as an abnormal card and when 
adequate, the period of the use of the IC card 2 at the 
terminal is decided. 
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(54) imwwzm i c*- K^iacFtn^ffl^fc^^xA 



(57) imm msEG) 

ism I CiJ — hmfc£ffl^fc^:E{£/S£rl».ll:-r 

So 

[flhft] I C#-K2«r I C^-«*li^A« 

I C*— K^fe^«VtHtTlHlfleffll,fcS85|c<Z>#-g- 
t. ^MlinT. ?>fA7?y^f*ST (s t) ir 

s t' i:»tSr^^S*ST' (s t' ) , ^fflfli 
nT' t^IC^F^o *£i*y * h<£> I DT^DSS 

W««:3E*r r^iiin T t ^ J: 9 W£ S TCDlE^VkZWi 
BE, jEST*ttixtfa#*— U IESt?fc*Ui, I 



IC?l-K2 



,' IDT, t , nT t ! 
! ST(st) ! 



flDTit 1 , nTl] 



V, TOT, t f nT T ST(st) 



V, IDTU^.nT^ST'tst') 



IDT , ,pT l t qT , f nT* 



IDTi, SiO» ti 

IDT2, S20 t t2 
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1 



[«MHF«**©«£H] 

±12* 4 ax * >-7°tfM&<E>S£r t lz.*:<DW.%r®Wc$:3i 

Wis ±mw.mmm, ^^^^s^^^-rsfcftw** 

I C#-K/!»£>§:{f L/cffi*#^-t JhBHC^y^. b©i$ 
*#-5§-i©tttk£rfTV\ -&bTV^i^©4ffi*y h 
©*.-r M.^^^^mn^WMW.^. ±IE I c#— Ka>ib 
g« b X*Hft*R IOC ZX±mffi7£<DT/i' =f y X A id J: 

t)±IE i c#— K^gmb*:^*^ 
S*©8W6E«:frV\ jEStSMBrLfcfc*. ±ESflTLfc 
H£rtit$6 £ ±IS-gc bfcC*#-5§-©*SS* y^h o3E«f« 20 
*fc©Jttt«rfrV\ ±12 I C#- KtfS±f2§:fgbfcSiS* 
I C*- KiH*-C«effl* Jx*:l*JW«:tU»r^-S#a 

t, 

±8B«*Sr«^« JtlBJE*H1WL ± 
«r*<S-T5 I C# — KSB*. 

[g»*« 2 ] ±12§#JfcJS 1 12*© I C t> - KSffi* <b , 30 
I C#-K**a»fc*«3;ft;fc*©**#S\ H^fl* 

5IC*-Ki> 

±IB I C* - K*B* J: D £«3*bfcJE*H**fc, JLIEt* 40 

- * *©&fttt;i&5-©x*Hft*i*a # **. 5 * 

K«i*^as«i-s*at, srJMti-stJi-trv* 1, 

[»W©W»l*ttW] 

[0 0 0 1] 

[S*±©f«fl35«F] ^©CTI4IC*-F*7°y^ 




2 

So 

[0 0 0 2] 

*>, &«W*&£©8^«^ii£-sHfc;bTiimu 

[000 3] 

I C#— KJffi*S:fflv>r I C# — K<7)rt^«r^IE^## 
[0 0 0 4] 

XA^J^K&r^nS*^**:^*^ ^©*^A 
fc«8*#*, *^x*^1f#©#Ji8fif, 3E*rW*«r 

«g*yx htbria^i-sfcfew^^y, ic*-k* 

P>S:mbfcJg5|5S^-i:fltrfBfiS*y^ I-J-fE^b-CV>sC 
©J«fc«rfTV\ -&bfet#«*y ^ ME|B» 

bTV-S-€:W«S*#-§-^»Jc£:-r5 f J J**9 ^ffinv 
I C#- K*»feft(tbfc3E«H»«lJ:b*:*v^ 

tE@f^©r/i'=fy XAiij; t> jg*fb, ^©Mifbfc*-r 

V Sff bfcxi>*/i-S* W^iiE^ff V \ i*|Wf bfc 

©ffi*#-§-}-*r^i-5H*fW#icott:lfe€rtTV\ -?*© I 
C^7- K*S«bfc«*»#© I C*— K«8*-T«ffl* 
ixfc««|llSr2KIRH-5#«ft«fo I CD- K*H*-C*>5. 
[0 0 0 5] 8S*JS2©|8M^J:ixfi§il*«lwi8M© 
i c#- KiBsfet, i c^7- Ki8*-e©«Ufi«te, 
I C*— K4ffi*©MISSS*«^ MfEM^ftt^ StflE* 

fB^MttSrSfSb-C^^yiclBfti-S^a, ^©^fflB# 

i^, ftfriH^^y (-ta^brv^-5ffl*#^-, M»ri««i, r 

fif-o I C#- Kir, #1 C^7— KSg*©4S8*#-^- N 

b, ^©ffi^S-^^JE&bTfEjiibTV^IESfmaiSrS 




3 



[0 0 0 6] 

&?&<D94 J**9 ^zfmmcMl^X^(D I KMS* 

«H*«fc S:iB»i-5 0 &fcBiJ<z> I K*B*-e«JH L 

fct*. I KttlWfE^y KK«L*:*«§:I C 

Kffi^ML, I Ktt*ttg:«Lfc«S*# 
*&»fetfT[II«efflLfc I C#— K«*«:»jrr5o ^<£>#§ 

■t^*>f ^^#v^«f«©«I«MfiS: I C#-Ka»feS:fB 

»UTBIHa«fflLfc«F*T?^ I K4H*G>*>f A* 

ic^ e>gft Lfc^HMi ^ J: 9 * >f A* 9 is? 
««^»"TS^^A«*«>ESttSr*BEU, IC^ 

91rZ> 0 *<oWtttitm*JEl!S'?*>&kZ. -£<£>H£rf#*a 

I C;*; — K<z>lWffi»*y * M£»«£;h/rv^ I — 

A^^^««©«B»M|[, toi»*t©l3lH(l«Sr»i 

Srim, **bbtz>«#Sr I C^;— KiSB*<DSB*y 

10 0 0 7] 

immm] ^m^mm\,x^comm<o-'mmm^y p v 

3ttlC*- K«* 1 if SrffS 

I KBS*1 £ff3g1r:/^3 tfcta{f«B4«r;frLT 

[0008] m2mn&miv>mw<D i k«b*i 




^^P6 - 1 6 1 3 5 4 



4 

D^fffl-, J70-D, No. 7, p. 1413 — 142 
3 (1 9 8 7) j Mt^FEAL^fflV^t <fc < , 7=* 
y?/I/S«^7^!JXAtLTH 0»J;Ui [NTT 
R&D Vol. 40, No. 5, p. 6 8 7 — 696 
10 (1 9 9 1 ) j {21iE«tf>ES I GN&JBV^^irj&S-C* 

s 0 9-< j±*9>'^mmv>%DMm, 

m±^9 3 (ElTr^rf) iggttU ^3Si?^ 3^g 
«LT^*y^|B»LTt>J:<, I C#— K«*«ifiR* 

0«r85M£U ^-f^^^^ttfWSrHiSfrt-sri^i, 
2, —i:liiPLTU^< 0 £fc, rtSPRAMir^4#^ I 

«u H«H*«*»«^sfc*^«*y^ F^yrds»;»t 

5)45**»14, iifSIUKl 5f*«J«i«|Jl 1 J^fttt* 

jffiisiEigsi 5id^g^i e^ssttSix, mmmtco 

So 

[ o 0 o 9 ] m 3 (4 1 c#— k 2 cortgpfli^S:^-rig-e 

30 CPU6 3tt!7 — ^^il Ti: LTRAM6 2 £rflJ/8 

101 c*— Ky— y^^^spi 2 1 ©iift ttiimsp 6 
— K2 (Dmnm- 1 c^— (la^-a-r) tio 

[0 0 1 0] 1211 /J>t@3 W^|fig^t3l/^T, IC*-K 

40 ©«FtWMBK:±!), «;Uf 1 H^fcfc3fje©rA'=f!;X 
Ai^J: "9 5SfStb N s0-»sl-»s2-»-st-©^i 

3E«f l ^JSJH ^* t "C* < T t> <fc < , 9 JHWT 
^y^tittf4SBfC. «*-C*<rt>#3E#rlil* 

t ? 4 * 9 ./ w t & i at 1 r- u r v ^« ± 

50 t\ 3E«H»«SrJE*fbfci#, IM-K**!^ 
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fee*. ^S-fe 3 tt»*tt*i i c# — K«*(^*B*# 10 

[0011] B4«*iJffl#*S i C*-K2Srftot I C 

SBtfcSo I C^-K2©EEPROM6 4 c^^^O 

HuEHfcffl L/:IC^ K**^>«**-» IDT, AMM 20 
nT\ 5E«f««t, 9<JJ*x9^y p mm\Z-tt-tZ>^t?9 
/^ST (s t) asfB«£jh/rv^ 0 4fc, IC^ 
KiS* i coWJ»tt i irt(DRAM^f^xyr^ 

SflDT' . T'^/^S^ffl^SB^ttpT' , q 

94J**9i/zfmmsT' % wmmmf tmmztix 

©JB^BStflDT. (i=l, 2, •••) , 94 ^ 
TV^ 0 ' 30 

[0 0 12] I — K2S: I — K«*i 

CO I CX— V)) —<$f9<<f 9U1 2KWA-tZ>t I 
F2d^IC^-W*l^V, IDT, t, nT, S 

t (st) asaift £jt5 0 ic^ks*i^ihu 

I DTW*y7 h^gco^— ^ I DTi hCDltm&rt 

^i-^-r^o *jffl#tt**«fui 4j^**jxfc^>f 

J: Of— tr^^ftjersi:, I c*- K*B*i 




6 

(s t' ) &s*gipT' , q r Tffj«u id 

T' , V , t' , nT 7 ST 7 (st 7 ) tIC*- 
C # — K#8* 1 ibgff L;Td#«S: EEPROM64C 
[0013] ±|E<^*&JSJ;:*3i^T* I KiS* 1 ^ 

^ I DTi f^oti^^tt, IfcVfam&ft ? o 

«s,0^ I C*-K«*l^n/7At LTIS 
»*ixTV^50f^T/^=fyX^^J; 5 % IC*-K2 

iSL«HtS:fTV\ rco t t»JCLfc#>r^*^1fif« 
s , t ^r^^^o 
[0014] 

s 1 0~* Si 1 — * s x 2 -»Sj t 

S*ST (s t) ©jESttOtfeBESrfrpo 
T^a^JtU I C*— K2SriS*Pi-S 0 
fc**#^-l DTifcWiSi-SJEiffWWt, IC* 
© t ^ t x (^ifrfrMf*, -t£> t 1* I DTi , s,0, t 

,3js*H*y^ Kfc»»sttsm^K«f««-e**i:. -r 

&*>*>-t<z> 1 c^7— Ktt. *o 1 dt, <r> 1 c^;— K*» 

© t > t ! fcfc, ^(Z> t , tt % IDT,, s 

,0,- t, dSifi*y * M2ia«*ixfe:«<©!E«f«*-C& 
Sir. i" I C^7— Kfi. ^IDT,.©IC 
^7- K*S*^aMlSixfe«ti:-?:co I C# — Kiffi^T^— 

Ki: LX^aSr^ihL, ig*Pfc5VM* I C*— Kig*rt 

[0 0 15] H5ttr©»Wott<o*lfi«SrlttW-r5H 
tfcot, I C^7— K2^)ROM6 1 {rtt^^^/^S* 

7;i/rfijXA^^$titW-5 0 St, IC*-K2© 
EEPROM6 4 W-Kff IDU, 7*i?9A'%t& 
Srf^fiEi-5^4?xz>*— K«pU f qU, ^^yua^S: 
tfelIE"r5fc«)^lffl«inU^S|B«Si^rv^5 0 EE PR 
OM6 4(^0f^co^y T^^ftfflHl^fflbfc I KiS 
*<D*g*#-^IDT, MnT, 3E»ffllf«t, mm<D 
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flKffl bfc I c# — K4H**s^Lfc* 1 G>f*i^ 

ST (R*X*V*IDU) , ^<D"fi/# /V^&tS&Xf 

K«S*J&Sffr* bfcJB 2 <E>t^*/uS£ ST ( s t * S T 
(R*X*V*IDU) ) aSfB»£;ft/CV^ 0 I 

c*— KiB*i^#J»Wi l rt<?ROMK:«:SL*:Sr£j* 

[0 0 16] #J/B#j&S I C# — K2«r I K4B* 1 

(7> I c*— Ky— 2i^JfA"rst, I C# 

— K2£>*> I c*— K«8*l JiSulHlffifflifft-CfcSR, 
X, V, I DU, gl^r^^l^^ IDT, t, n 
T, *2^v?^/^5*dsai{f SixSo IC^K«* 
1 figff bfcn Ti^J: l <DT^9/i-W£<VsE%Vk% 
»BE"*-5o iEar-fc^tf, a«LfcH*ftIDTi:« 

v^w^tttaftR' «t£jsli c*-k— aim-f5 0 i 

c*-K-ettSSL*X' SrftjS-TSirirfcKR' , X 7 , 
vid*fbT«pU, qUi:j;5 7^^S*su (r' 
*X 7 *V) £rffr£U X' , SU (R' *X 7 * 
V) , nUS: I C*— KflS*l^iS«-r5 0 IC^K 
ftfefc 1 "CttSfS bfc4*Wl«n Ui^ «t 9 =fW^m& S U 
(R 7 *X 7 *V) OiESt££rJ&IEi~£o JE^T-fctbtf 

— tr^»T«. *rb^»4W»V' R 7 , X 7 , 
V 7 , IDUI^UipT' , qf V&KDy* 
iS?/um&ST' (R 7 *X' *V 7 * I DU) £ffr£ 

^S^KWbT^^^/UftfeST' (s t 7 * 
ST (R' *X 7 *V *IDU) ) Srffr&U V 7 , 
IDT 7 , nT, t 7 , $l^f^/Vf«, 16 2(^7* 
I — K2^3lft"rSo IC^-K2li 

#*d*ofc»^tt*^^*&aSr^>ihL, IC^ 
K2Srig*p-r5o 

[0 0 1 7] ±lE<Z>*0f«tc:*3V^ I C # — KSS* 1 # 
Sff bfcl DTi— Sfc-fST 1 — ^dSiS*y * hfaco^— 

9 i dt, (cfco^^i^fi, mjfibfcfflatrafli^ffi 
a*Sr«6fflbTv^sfc«)m^rt*tti3— tfts^i ttt 

*<, «Sbfc«*Sr*Jfflbfc^jES:B6it-r5iii:3SS-e 
#3 C *fc, «S^-r^^/v**Sr^bT4a51KSES: 
fTorv^S^:«)*fe=¥rL y ^-^SrJ: 9iS5«>Sr * 



*6 0 **5lf«*Z>»d5*V^a, ir^^yf^^<^§ 
a*, K##l DUSr«l»bT*)ia4«>»&J: 9 

[0 0 l 8] J^±<^tt|lifc:^T. lC^K«*l*i 
ilFlC^/- K2Ji-?:tb^HSH*##*3«J:^— K#-s§- 
(D&jt- ■=& y MISSSbT^'S J: 5 t^tftK LT§fc^ N 

[0 0 19] It I C#— K2*3j;t* I — Kflg* 
1 l£i£«tiMS£>«F-JHfc • tt-S^fcOfcftcor^^y XAt 

[0 0 2 0] 

tf> I C^; — K«8*^^>/^**S: I — Ki^faftf 

J: 5 bfc* LTt, *^ak*A/bfc3E«H»*i: 

ttfc-t&94 J±*9 ^mm^M-t^ I c#~K«8*tz> 

30 *4v\ I c*— K«*©rt**<IWbrjE»r» 

[01] »*«2<^«M^— ^Ite^ix^^^^S:^ 
40 1-Xns/^|g o 

[H2] W**i^m<^i c*— KiH*<^«^WS:* 

[0 3] I C*- K<Z)ifi8«ft*f^P y^0 e 
[04] ro»H«>fllf«*Q.ffl^l(B<o«Sr*-rHo 
[0 5 ] ^^*W<0(ft^)«««!f3ffi#l«S:«-t*Ho 
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[H4 J 

0 4 



V, IDT, t, nT, ST(st) 



VVlDT'.t'jnTVST'Cst') 



IDT'.pT'.qT', nT 



i 1 



IDTi, siO , ti 
IDT2, S20, t2 
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[i5] 



IDU, pU,qU, nu 



R,X,IDT, nT, t 
ST(RXXXVXIDU) 
ST(stXST(RXX 
XVXIDU)) 



V 



IR'.XUDT.nT'.t ! 
>ST(R'XX'X V'X • 
! IDU) | 
jST'tet'XSTWXi 
! X'XV'XIDU))' 



R,X,V,IDT, nT, t, 
ST(RXXXV X IDU) 
ST(st*ST(RXXXVX 
IDU)), IDU 



R' 



idt; p t; q T; 

nT' 



_l t !_I»__ , __J 

_______ 



X', SU(R'X X'x V),nU 



V'.IDT', nT', t', 
ST'CR'XXXV'XIDU) 
ST'fst'XST'tR'XX'X 
V'XIDU)) 



IDTi, siO » ti 
IDT2, S2Q, t_ 



R' 
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Mn^ttmrnftrnwriTn i#6-5§- b 
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